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Just a few tampered ballots can
swing a close election.

This is a cautionary tale about using machine learning in critical systems.

Disclaimer: The images of ballots in this presentation are for illustrative purposes only. They are notintended as endorsements of any candidate, political party, or policy. All

tested models are entirely created by our team for research purposes and are not intended to represent any vendor product(s). )



This Is our threat model and adversary.
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Image sources: Elaticon.


https://www.flaticon.com/icons

Visual representation of attack.

* Goal: real Loser wins by at least 0.5%.

« Attack: create enough tampered ballots, mix with real ballots, watch chaos unfold.
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Attack happens before election day.



Votes are classified by individual bubbles.

. Ehrlnltllt it

Dfficial Ballot
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Mansfield
Connecticut

State Election

November 3, 2020

YES

1. "SHALL THE TOWN OF MANSFIELD APPROPRIATE $2.800.000 FOR COSTS WITH RESPECT TO ROOF REPLACEMENT
AND PHOTONOLTAIC SYSTEM INSTALLATION AT MANSFIELD MIDDLE SCHODL AND AUTHORLZE THE ISSUE DF BONDS
AND NOTES T0 FINANCE THE PORTION OF THE APPAOPRIATION NOT DEFRAYED FROM GRANTS?
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Be sure to read the instructions on the reverse side of this ballot.

Real ballot from Nov. 2020 CT state election
(town of Mansfield). Image source: ct.gov.

Existing works: [Barretto et al., 2021. “Improving the Accuracy of Ballot Scanners Using Supervised Learning”, Bernhard et al., 2020. “Can Voters Detect Malicious
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Binary image classification problem!

Manipulation of Ballot Marking Devices?”, Bernhard et al., 2019. “UnclearBallot: Automated Ballot Image Manipulation”.]

> Empty bubble =
- non-vote

Marked bubble =
vote


https://portal.ct.gov/sots/election-services/town-ballots/2020-town-ballots

Attack Phase One: adversarial images to fool classifier.

Goal: human-imperceptibility.

Non-vote to vote

-

O=-0

Attack specs:

* APGD (Auto-Projected
Gradient Descent)

e L, norm
 DLRloss
« £=8/255

Full attack experiments: (for non-vote to vote, and vote to non-vote)
 APGD, MIM, PGD, FGSM
« £={0,4,8,16,32, 64, 128,255}/ 255

e CEandDLR loss

[Croce et al., 2020. “Reliable evaluation of adversarial robustness with an ensemble of diverse parameter-free attacks”.]



Attack Phase Two: print tampered ballots (simulated).

Adversarial
bubbles

Image sources: Tecisoft, Amazon.


https://tecisoft.com/products/hp-laserjet-p3010-p3015n-desktop-laser-printer-refurbished-monochrome
https://www.amazon.com/Fujitsu-fi-7600-Scanner-alimentazione-manuale/dp/B06XJ8ZL9N

Not all models can resist this physical attack.

Thisisjusta

baseline -
100.0% 100.0% 0
T A - -~maanaane - - - = 98- 4% e e e e e e 4% ———--~- attacks only
get better!
80 A
g
> 60 1
©
5
o
<
5
Q
& 40 -
20 A
0 -

SVM SimpleCNN VGG-16 ResNet-20 Twins CaiT g



Adversary needs just 1 successful example.
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Adversarial ballots can change the margin by 2.5%.
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*typically. Other possibilities: new
ballot requested, ballot nullified.

Election day scenario:
* Local, 2-partyrace
Tight margin of 2%
12% of ballots left blank
Mail-in ballots only

Real Adversarial
Results Interference

Real 0.395(-2%) | 0.407 (+0.5%)
Loser

Real 0.415 0.402
Winner

10




F | N al Ta keaways Just a few tampered ballots can swing a close election.

ML in voting > risky!
For trusted election security:
* NEVER replace humansin the loop!

» View physical world pipeline as part of defense.
* More transparency, and shared models/data!

Request to community:

How can we better these models for

Existing works: [Barretto et al., 2021. “Improving the Accuracy of Ballot Scanners Using Supervised Learning”, Bernhard et al., 2020. “Can Voters Detect Malicious 11
Manipulation of Ballot Marking Devices?”, Bernhard et al., 2019. “UnclearBallot: Automated Ballot Image Manipulation”.]



Work-In-Progress

* Created new dataset, augmented with synthetic marks to model realistic voter behavior
* Investigating physical-world transformations and deformations

* Investigating defense mechanisms

One Image per Original Class from train_Combined_Grayscale

Class: 1 Class: 0 Class: 2 Class: 3 Class: 4
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Thank you! Check out our work here:

Aayushi Verma Our paper!

PhD student @UConn https://dl.acm.org/d0i/10.1145/

3719027.3744882

D<) aayushi.verma@uconn.edu

o awesomecosmaos
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https://dl.acm.org/doi/10.1145/3719027.3744882
https://dl.acm.org/doi/10.1145/3719027.3744882
mailto:aayushi.verma@uconn.edu

Backup Slides for Q &A



CycleGAN Evaluation: FGSM-DLR-e16-BubblesNet-trCombined-valCombined-Grayscale-SGD-preprint
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Work-In-Progress
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* Question: how to reverse-engineer “ideal” adversarial bubble
which survives physical world printing process

* Follow-up question: how to build defenses?

Digital Physical Denoised
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