Just a few pallots can swing a close election.

This Is a tale about using machine learning in

Attack Process
] ‘&’9“ 21 Goal: Tor adversary to mix tampered ballots with
real ballots, enough to flip election by 0.5%.

Research Question
s it possible to use adversarial machine
learning in the voting domain to flip votes?

How is this achieved?
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scanning to model the physical process.
* When an attack survives the physical

* Weonlyreplace the traditional tabulator
with a ML classitier.

+ Physical-world pipeline is unsecured process and is imperceptible and i
* Adversary has full white-box knowledge of S - misclassified, adversary has succeeded.
ML system (but no direct access), and full = — ‘ Storage ‘ * Adversary would th?” use the tampered |
access to physical pipeline. —_ bubble for adversarial ballots, and then print
R E& Real Loser > more votes the required number of ballots to flip the
Key Results \ renseer } ReaEl:/: :::: ;;:Z:tes election by 0.5%.
* Models trained on variety of marks classity LA . .
more accurately but cannot resist " ’ Technical attack details
adversarial attacks. * Trained models: SimpleCNN, ResNet-50,
e Physical world process degrades image “bunbies VGG-16, Twins, CaiT.
signal and aftect classification. — » Attacks: APGD, MIM, PGD, FGSM attacks.

e £={0,4,8 16,32,064, 128,255}/ 255.
e CEandDLR loss.

* MLinvoting domain is very risky because we
do not fully understand security landscape.
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